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Learn to set up, defend, and attack computer networks. This book focuses on networks and real attacks,
offers extensive coverage of offensive and defensive techniques, and is supported by a rich collection of
exercises and resources.

You'll learn how to configure your network from the ground up, starting by setting up your virtual test
environment with basics like DNS and active directory, through common network services, and ending with
complex web applications involving web servers and backend databases.

Key defensive techniques are integrated throughout the exposition. You will develop situational awareness
of your network and will build a complete defensive infrastructure—including log servers, network firewalls,
web application firewalls, and intrusion detection systems.

Of course, you cannot truly understand how to defend a network if you do not know how to attack it, so you
will attack your test systems in a variety of ways beginning with elementary attacks against browsers through
privilege escalation to a domain administrator, or attacks against simple network servers through the
compromise of a defended e-commerce site.

The author, who has coached his university’s cyber defense team three times to the finals of the National
Collegiate Cyber Defense Competition, provides a practical, hands-on approach to cyber security.

What you’ll learn

How to securely set up a complete network, from its infrastructure through web applications●

How to integrate defensive technologies such as firewalls and intrusion detection systems into your●

network
How to attack your network with tools like Kali Linux, Metasploit, and Burp Suite●

How to gain situational awareness on your network to detect and prevent such attacks●

Who this book is for

This book is for beginning and intermediate professionals in cyber security who want to learn more about
building, defending, and attacking computer networks. It is also suitable for use as a textbook and
supplementary text for hands-on courses in cyber operations at the undergraduate and graduate level.
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From reader reviews:

George Oneal:

This book untitled Cyber Operations: Building, Defending, and Attacking Modern Computer Networks to be
one of several books this best seller in this year, that's because when you read this reserve you can get a lot
of benefit upon it. You will easily to buy this book in the book store or you can order it by using online. The
publisher of this book sells the e-book too. It makes you easier to read this book, as you can read this book in
your Smart phone. So there is no reason to you to past this book from your list.

Guillermo Behler:

Is it you actually who having spare time subsequently spend it whole day simply by watching television
programs or just laying on the bed? Do you need something new? This Cyber Operations: Building,
Defending, and Attacking Modern Computer Networks can be the response, oh how comes? It's a book you
know. You are so out of date, spending your free time by reading in this fresh era is common not a nerd
activity. So what these books have than the others?

Robert Price:

Within this era which is the greater individual or who has ability to do something more are more special than
other. Do you want to become one of it? It is just simple solution to have that. What you have to do is just
spending your time not much but quite enough to get a look at some books. On the list of books in the top
listing in your reading list is actually Cyber Operations: Building, Defending, and Attacking Modern
Computer Networks. This book and that is qualified as The Hungry Mountains can get you closer in turning
into precious person. By looking upward and review this guide you can get many advantages.

Ruth Coleman:

As a scholar exactly feel bored to help reading. If their teacher inquired them to go to the library in order to
make summary for some e-book, they are complained. Just little students that has reading's spirit or real their
leisure activity. They just do what the instructor want, like asked to the library. They go to presently there
but nothing reading critically. Any students feel that reading through is not important, boring and can't see
colorful photographs on there. Yeah, it is to get complicated. Book is very important in your case. As we
know that on this period, many ways to get whatever we wish. Likewise word says, ways to reach Chinese's
country. Therefore this Cyber Operations: Building, Defending, and Attacking Modern Computer Networks
can make you really feel more interested to read.
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